Table of Contents

TABLE OF CONTENTS
1  INTRODUGCTION. icssussscsssmssssmmsmasmnssessssssnss susssssssamuumssssnesssassunsss s sasannsassnsssosasnnass 13
2 DYNAMIC ROUTING PROTOCOLS..c.cicasusssnisssassisssssssnssssssssssssssonssssasssssnnsnasasssons 17
2.1 BROADCAST DOMAINS, AN INTRODUCTION TO THE ROUTING...cctvieeeeeeeeeeeeeeeeeeeeeeeeeeeen, 17
2.2 BASICICONCEPTS OF ROUTING sissssmsussssenensessosnssssmaussistsssasassmsisessasssssussosmisvusssossmsis 20
2.2.1 INEIghDOr ROULETS s viwvinsissssaissnmmissisissivssinnsinsista R 20
2.2.2 Directly Connected NEtWOrK.............coeeeueecveeiieiieeeiiesieeeseeeie e e 20
223 The Code of Source of the Routing Information ..............ccccceeevveeeennen.. 21
2.24 Administrative DIStaNGCe = sssswsivsssmsmmmrmmmnisss oy 22
225 ROULING MELFIC. .....ceeeeaeeieeeee ettt e e e e e e e 23
2.2.6 RoUtINg TADIE ..cvivinsssmsmsinsisssessomsesssssmmmasmssmessrnsssssemussosssssassnssnssssess 24
2.2.7 o LT Te B8 oo o1 = T ——— 25
2.2.8 ROULES SUMMQATIZATION ... 25
229 SPIIt HOTIZON .m0 smsmimsmsmusasssnsossssnsvensssmsssssnmmmsssssnsssssnovonsusasassnasensyssasass 26
23 2LV o T 0 0] ol I T L ———ae— 29
2.3.1 Basic Features of the RIPVI ProtoCol.............cccceeeeeeeeeeceeeeecieeeeeeeennen 29
2.3.2 Configuring IP Addresses for INterfaces ............cccweceeceeveesceeseeeeseenen. 30
2.3.3 RIP'Protocol Configuration via'Gonfig TaD s:swusssewsssasmmsusvssssesvessusaies 30
2.3.4 RIP Protocol Configuration via I0S Commands ..............cccccccvueeeecuveeenn.n. 32
2.3.5 Automatic Network Summarization..............ccccccceeeeceeeeeesiieeeeeeeaenn 33
2.3.6 RIP'Protocol Configliration CHEEK s axswmmsrismmmsmmssms sossvsvivassasass 33
2:3:7 Display of Existing Routes in the Routing Table ...............ccooeecuerueuenee. 34
2.3.8 Display of Current RIP Protocol Settings.............ccoceeeeeeeeeesceeesreesieennn 34
2.3.9 Configuring the Timers for the RIP ProtOtol ....vesmesususssssaassssssersososusess 35
24 RIPV2 PROTOCOL cssussssessussasutssssssssassnnss siassnnsanasenis s sssais dass oaiasisns aauesvsones 37
2.4.1 Common Features of RIP Protocol Version 1 and 2............cccccceevveevunennn 37
2.4.2 Differences between Protocols RIP vl and RIP V2 .............cccceveuveeecunnnnn. 38
25 EIGRP PROTOCOL, 55555550555 ssw5s w4655 0550555 057885 45565043 041504558 S MR 4 S AT S SRR s nanns 38
2.5.1 INErOAUCEION tO EIGRP ..ot 38
2.5.2 Basic CONCEPLS ON EIGRP ........cooeeeeeeeeeeeeeieeeeeeeeeeaee e 38
2.5.3 Basic Configuration and Verification Commands..............cccccccuveeuvenen.. 39
2.5.4 Example of Configurating and Checking the EIGRP Protocol .................. 40
2.5.5 Selecting the Best Route in the EIGRP Protocol.............cccccceevueeeeueeenne... 45
2.5.6 Configuration of Parameters for Interfaces in the EIGRP Protocol.......... 49
2.6 OSPEV2! PROTOCO L : ves-siiisesiessnsimmmsssianisnnnnnnsnssamsmnnsmmsannonisssfon dhn o s i e aab s s B 50
2.6.1 INtrodUCtioN t0 OSPFV2......c...ooeeeeieeeeeeeee et 50
262 Basic:Concepts; OFOSPFY2..cmrasmpmummmmmmessmssssrisssssssasssssssriass 51
2.6.3 R L (o o T ] 1 T —— 52



Table of Contents

2.6.4 Selection of Routers DR and BDR. in OSPFV2 visievessssvsissssssnsimsusssnsasssasnses 57
2.6.5 Configuring ProtoCOI OSPFV2 ...........eeeeeeiieeiieaieeseeesieeseeeeie e 57
2.6.6 Display Existing OSPF Routes in the Routing Table ..............ccccccueevueenncn. 60
2.6.7 Route Distributions between Different Protocols.............cccccceveecueencn. 60
2.6.8 Route Distributions between RIPV2 and OSPF Protocols......................... 61
2.6.9 Route Distributions between OSPF protocols with different process ID.. 62
2.7 BGPVY PROTOCOL :xcussssssnsssessnsssssnsusssnsssssrssssisssssss e s sgesnesss siamasssanss s asuesasss 63
2.7.1 INtrodUetion 10 BGPVA ... ... sswssnesansisiisisimsinsimsimstomnnnsannsitasssssssinsinssss 63
2.7.2 Basic 10S Commands Configuring @BGPVA .............cccceeeeeeeeeeeeeeieeeaenen. 64
2.7:3 Configuring protocol EBGPVA .........cwwsssvsissonmmassssssssssssbisssmsssmnmsssssasssasessn 65

3}  STATICROUTING ivscivisseisspesseninsssssssssssssssmsmsmsssmssssans e aems s aassssmassasssnsasssssss 73
3.1 INTROBUGTION-TOSTATIC ROUTING corssssvesssmmmessssemvessusssssersmmssspsfeSisesmsssavsssussasss 73
3.2 BASIC CONCEPTSOF STATIC ROUTING :susuansunssssssussvamsssssesssusmssss s s uaiass sossmsssgsnssss 73
3.3 STATIC ROUTES CONFIGURATION TYPES ....evtiieiiieeaieeeeieeeeeineessireeesse e e e e ssee s 74
3.4 CONFIGURING ROUTES USING NEXT HOP ADDRESS .....ceevrureereunereineeesneeesneessnneeenes 75
3.5 CONFIGURING ROUTES USING THE OUTPUT INTERFACE .uveeeecieeeiiiieeeeeeesineee e eiaeeens 78
3.6 CONFIGURING MULTIPLE STATIC ROUTES ...ceeieieieeeiiie e et e et 81
3.7 CONFIGURING BACKUP ROUTES ...cccscsses sssmsnssssssonasmmmsissssunvnssonssssssnassoessssonsnyyasssssusins 85
3.8 CONFIGURING THE DEFAULT ROUTE iuusvsssnsnsnsissnsnssusssyssms < ne e s oy aisse e uasa sissssaueas 87
4. ACCESS CONTROL LISTS .c.cccciassssumsssnasassssisissimssssssinsmsrsnmsiamiaisisisssessisaisiiavass 93
4.1 [ i1z {0078 aj (oY NS 93
4.2 TYPES OF ACL cccvscsvssssussssnumsinssnsssssnssssunssssssasss s rasnes s ssssaas s r o ssassasss sessasuns 94
4.2.1 SEANAQIA ACL .ottt 94
4.2.2 0 =0 | O O  — 94
4.2.3 T o [ =T o T 95
4.3 RULES FOR CREATING ACCESS CONTROL LISTS ...ueviveieeeeiiiirieeeeeeiiieeeeeeeineeeeesssaeeee s 95
4.4 PLANNING ACCESSICONTROLLTSTS «ousmesmuensstvstmsmmmusiudbvsrssssammmasussssdenshsnissdassssseteinsg 96
4.5 MOST COMMON: INIISTAKES: . v6isssssssasanssvsenvsnssusssas smssssssiurssssuss issumsams saasassvass sminsanss 97
4.5.1 Wrong Sequence of Introduced RUIES ..............cooceeeeereeseeceereeieieen. 97
4.5.2 INCOMPIETLE RUIBS ...t 99
4.5.3 Wrong Choice of Interface or Direction of the Introduced ACL ............. 100
4.6 ACCESS CONTROL LIST NUMBERING.......ceeeiiiieeeeteeesiieeeeieeesenseeesssaeessaneeesnnesaesseeas 101
4.7 STANDARD ACL ..ttt ettt sttt et e s san e e e s e e e e sane e e saneeeeaeeeenes 102
4.7:1 Syntax-of a.STANAAE ACL i.csnmussvssivsavessomsssmissnsmssvms na s s v 102
4.7.2 Using Standard.ACLS  ...uusveasseniivmmmmmmamne siramass s s i 102
4.8 EXTENDED!ACL.. i cuuciivssvsmsmismssissnismssansoressnsnss sansursvssussssssusnasaneses sansssbumovssanss snavaass 106
4.8.1 Syntax of the EXteNded ACLS ..........cccueeeeeeeeeeeeeeeeseeeeeceeeeeeiee e 106
4.8.2 LIse of EXtENdedACLS «vsissumwasmmmimmmmmmsai s s 108



Table of Contents

4821 BIOCKING SUDNELS ..ot 108
48.2.2 BlocKiNg the?WWW. SEIVICE - c:senenrssssssssassinmmnsinsiisisinisasm i s aaisssssssariissis 111
4823 BlOCKING the FTP SEIVICE ......oeeiiieeiiiecee et 113
4824 Blocking the Ping ComMmMand ........c...ooviiiiiieciiie e et 116
4.8.2.5 Use of Extended Named ACLS «..u:susssmsimsumsmsssmenssmssmssmsssmasssamsusivamnmerass 119

THE VOIP TECHNOLOGY :sscvssisssssssssnssssssosusssensmsossnsuassissssssssssensssigsssssasssisssssnss 125
5.1 INTRODUCTION TO THE VOIP TECHNOLOGY .....evetiiiiiieieeeeeeiieeeeeaesiesee e e e e e eneeeeeees 125
5.2 IR PHONEENDIDEVICE smvssns aimonmsnasranoamussssmemsssussysasamasssassimssseassssssnses 125
53 PREPARING THE IP TELEPHONE FOR OPERATION ...svusssssssasssnssassssssmosssnassanssssssunsansvsss 126
5.4 CALL IMANAGER EXPRESS.......ceiuiiiieiiteeiee e ettt e et et e e e snne e e e e eaneees 129
5.5 CONFIGURING A SIMPLE VOIP NETWORK ...eiuiiiiiieeeaeiiiiteeeseseeeee e e e e e e e e e 130
516 COMMUNICATION BETWEEN TWO VOIP EXCHANGES ......uuvvrieeeeeeiieeeeeeeeeeeeeee e 136
STP PROTOCOL: ssssssvsssssinssnsinsvsissvassassissssssisssasssasasass s s ssssanassasssssssnsinssanans 147
6.1 16 0] W e (0] Ik e R | 2| = : (o) [oclo] ENENNmm—_——_———_——————————— OO 147
6.2 BASIC:ST P CONCEPTS sessssssssnsvnssssssssmsssstsiassasssnes i sniaeesmmass sosin fasssuss s5s A58 opanunazs 147
6.3 MAIN PRINCIPLES OF THE STA ... eiieeiee ettt ettt ee et s e s e s s anaee s 149
6.3.1 Determining the BID and Root BID Sent by the Switches....................... 149
6.3.2 Root Bridge SWitch: EIeCtion: ....s:sssiswsmsmmmmssmsssmsnmpramsssessamasesssiasss 150
6.3.3 Establishing the Role of the ROOL .............cccoueeeeeeeeeeiiieeeeiieeeeeeeeen 151
6.3.4 Determining the Role of a Designated POrt..............ccccoueeeeeeeeesenaaen. 151
6.4 OBSERVATION OF THE STP' PROTOCOL OPERATION -susvusinsssnssassssusasuswsssbsssnsasnesaissorsss 152
6.4.1 First Case Of LiNK FQIIUIE.............cccueeeeeeeeeeieeeeeeeeeeee e 153
6.4.2 Second Case Of Link FQIIUTE ..............ccoueeeeeeeeeeeeeeeeeeeeeeeeeee e 155
6.5 DESCRIPTION OF THE RSTP s ussusnsusssmssnssmssassssssmmsss st s iy siis s S50 o s st 156
6.6 COMPARISON OF RSTP AND STP PERFORMANCE .......uuvirieeeeinnireeeseeesenneeesesennnsnseeeas 156
6.6.1 Enabling the RSTP ProtOCO! ...........ccueeeueeeieeeeeseeeeeeeeieeeeeesiee s eieeans 157
6.6.2 Disabling the RSTP PrOtOCO! sv:ssremussssssmsvvumsmmnsassssvessssnusssissasssmessnsess 157
VTP PROTOCOL ;ossssasssussssvsssaninsssnsssssssmmssass s sonssssaman st oiesssesis sas s sussassssassss 161
7.1 INTRODUCTION TO VTP PROTOCOL ..vveeeieeiiiesiiesieeette et e ettt e sneesnae e snsae e 161
72 CONFIGURING OF VTP AND RSTP PROTOGOL. ssussssssusssmsnsssssasssssmsansssssnsssnsmsssnssanens 162
7.2.1 Configuring the RSTP Protocol without Using VTP ...........ccccccuevueeueenen. 162
7.2.2 Configuring RSTP Without USIiNG VTP .......ccueeeeeeeeeeeeeeeeeeeeeeeeeeen 168
FRAME RELAY TECHNOLOGY i:iciussssssnsiussssaussssssnsssnssssisssasssnusasssssiisessansassississs 175
8.1 BRIEF DESCRIPTION OF FRAME RELAY TECHNOLOGY ....uvveveeeieeereenreeesseeeseesneesseeanns 175
8.2 FRAME RELAY OPERATING PRINCIPUE srncsessssssssssssssansnsssassunsssssnsomssasnasinasasmosnsspansss 176
8.2.1 Frame Relay Operating PrinCiple ::sswsmamsmmsommmismvimmassssvasssess 176



Table of Contents

8.2.2 Frame Relay Frame FOrMQL.......:..csssssssssamvosnssmsinmmssvsnissssananssnsasassussas 178
8.2.3 Network Congestion and the Role of CIR, CBIR Parameters in the FR... 178

8.3 FRAME RELAY ADDRESS IMAPPING.....cceeeeiieieniieeeeeeeeeennssnneeeeeeseressnnsnnneeeseessnnnnnnnns 179
83.1 INVEISE ARP PrOtOCO! ...t ee et 179
8.3.2 Erame Relay Connection SEQtUS . uxs--sssssisesssssssmmssninss s ssnsnissonnsnnns sssin 180
8.3.3 DLCI ReSErved NUMBEIS ............uuuueeeeeeeeeieeiieieeeiaeeeeiiieeeeeeeeeeeeeeeeeeeeessans 180

8.4 CONFIGURING FRAME RELAY NETWORKS . .sssssssssssssssususssssssssvsssssisssssaisssssssssssssnsannss 181

9 PPP PROTOCOL.:...cssssssiisssnsssssisssninssasnassusisimsssseissssssmimsaiaiiesiisisaisossvennianasasave 189
9.1 INTRODUCTIONTO PPP PROTOCO L s sxsmsessvssovsseonssssansanrssasssassset Basmessisesiusesssssvsisasss 189
9.1.1 PPP. Protocol CharacteriStiGs....ssisusimwwmsisimmimmvnisnmssmsniamsiii 189
9.1.2 NCP Sublayer (NCP Protocol).............cecceueeeeeeeeeeeieeeeeeeeeeeiieeeeeeeeevean 189
9.1.3 LCP Sublayer (LCP ProtOCOl)............cccueeeeeeeeeeeieeeeeeeecieeeieeeeeesaeeseaenens 189

9.2 AUTHENTICATION TYPES IN' THE. PPP PROTOCOL susussssssssusssssussnansssivassssasaasssnssnsssmssass 190
9.2.1 Configuring PPP with PAP Authentication..............cccccueeeeevueeeciueeeannan, 190
9.2.2 Configuring PPP with CHAP Authentiction ...............cccoceeeveeeevveeeeennn. 192

10 RADIUS PROTOCOL iiviissssssssssvsnsssassssssssvsussssassissssnssesinsssusssissavsssmvssssuspsssasmss 199
10.1  SHORT INTRODUCTION TO RADIUS PROTOCOL ....uvvueruniernnriererrrreeeeeeeeereeeeeeeeeeeaeannns 199
10 b S o1 Y= U] :{ el 2V RIUESH 40 ) o] ol o] AARPRURENENSAIu————————"——————————— 199
11 NETFLOW TECHNOLOGY....:5::5s0sseuussassansvosissssssassinnsssisssssiassnivesasvsssmvarssmivssssiss 205
11.1  INTRODUCTION TO NETFLOW TECHNOLOGY .....ccccesrvmrreesiassunnesessrosssanessessssnnssssanns 205
11:2 NETELOW OPERATION «:vsomsuusssssusssssussvessssnssssnsasssyssss s ias s s asmssiiniass 205
11.3  CONFIGURING NETFLOW ... ..ttt e s aa s 206
12 ADDRESS TRANSLATION USING NAT.....coteuiireeeneirennnecrenensieesanssesesnnsessssnnnnnens 213
12.1  INTRODUCTION TO INAT c.cisinsonssonssasusmsinssisnsssmsnsisiinisssnsosssmmsanmsnnnmmnnnsnannsnssasossaasses 213
12.1.1  Reasons for Using the NAT Technique.............cccccecueecuerceesensuenieenenns 213
12:1.2° NAT Technique Terminology ::scvsvwsvsnumssssssumssivsvssvvmapsaseassnras 213

12.2' NAT OPERATING DIAGRAM sucevssvssmmssmmessismessrssms i s s s s rasrie e dus sensss 214
12.3  NAT TRANSLATION TYPES ..uuieieieieiiiieeeeeeeeeseneeeeeeeessrsssasnneaeeseeessnnnnseeeesssnsnnsnnnnnen 215
12.3.1  Static Translation (StAtic NAT) ......oeeeeeeeeeeeeeeeeeeee e 215
12:3:2 Dynamic NAT Translation: ..cswsmmmmmpmimansmasmmmgmimmss 215

13 ADDRESS TRANSLATION USING L2ZNAT .....oeeeieirrnniieneenneneennneesssnnssesssnnsssesennes 221
13:1 | INTRODUCTION TOLZNAT sucsssmwonssssasnusnssnnessssnsvmssmemsissesunssssomssss soasimsanissesiassesss 221
13.2 |L2NAT OPERATING DIAGRAMN 5. 5sesrnsinsiumssssns i sesmsntiissiemunsannmnnnssodisnnnsnnnnssss 222
13.2.1  Example of the Simple L2ZNAT Configuration................cccueeecveeeeueenne. 224
13.2.2  Handling repeating IP addresses in L2ZNAT ..........c..ccccoueeeeeeeeecieeeeeireeaanns 225



Table of Contents

14. 'VIRTUAL PRIVATE NETWORKS ::::coississsssssvssassavssaauessssssssnsssssssnsssssssassivsssssssss 231
14.1  BASIC CONCEPTS ...ttt ettt ettt ettt e eb et eene e e e eneeneas 231
14.2  BASIC PROTOCOLS, ENCRYPTION AND AUTHENTICATION METHODS............. 232
14.3° CONFIGURING REMOTE ACCESS VPNuccosiessssssmmmumsnumsicssomsisssmsssssiniss 233
14.4  CONFIGURING A SITE-TO-SITE VPN TUNNEL USING IPSEC ....cccovveieernne. 243

15 MULTILAYER SWITCHES iiuuiuisssussssnsursnissvassisunssnsssssssssssusnssnsisnsssssassssrsusenssaases 251
15.1  INTRODUCTION TO NETWORK LAYER SWITCHING......eeeueereeneessieneesseessesaesseeneennenaens 251
15.2  MULTILAYER SWITCH MODELS IN PACKET TRACER ... .uuteeeutieseeneesnreeessneesineeesieeens 251
15.3 'RESETTING THESWITGH . couussssssssvorssssonsssssnnsssssssmsgesssunsssisess sausuasasssesavoinsssnsnsnsss 253
15.4  CONFIGURATION OF THE 3560 24PS MULTILAYER SWITCH ...eeeveeeiiiieieeeesiieeeeeesennens 253

15.4.1  Example of the Router-Switch Topology .........ccccevveeveeriscierciiiieainans 254
15.4.2  Example of L3 Switch - L2 Switch topology. ..........cccoueveueeecueesiaeieannnn, 257
15.5 CONFIGURATION OF THE 3650-24PS MULTILAYER SWITCH ..cccevuvrieeeeeeeiiieeeeee e 261
15.5.1  Introductory Note for the 3650-24PS SWitCh. .........ccoueeeveeveeeceeeiiaanneen 261
15.5.2  Example of L3 Switch - L2 Switches Topology ............ccceeeceeecuvesveannn. 263
15.5.3  Example of Topology with Fiber-based L3 Switches.................c..c......... 267

16 'EXERCISES: cicocscssissssssssossmsussovonssissonsssasdnnsssavensansbburesssssesssnarasessss dessssvsboasnsssssss 281

16.1  RIP PROTOCOL «ocsmmasssossnssssmsmessivinsssivsssn s s ssaassiasnys viissas s64sssasibassas oavnsisnwnsss 281
16:1.1. Exercise!(No. 1)~ Configuring RIPW2........iussmmnmammmsmmis s 281
16.1.2  Exercise (No. 2) — CONfiguring RIP V2.........c.ccoeeeveeeeiueeieeeieeeireeesieennns 282
16.1.3  Exercise (No. 3) — Configuring RIP v2 with Static Routing..................... 283
16.1.4  Exercise (No. 4) — Exporting the RIP v2 Protocol Configuration ............ 284
16.1.5  Exercise (No. 5) — Incorrect Local Subnet Addressing................cc.c....... 284
16.1.6  Exercise (No. 6) — Incorrect Protocol Configuration .................ccecue.... 285
16.1.7  Exercise (No. 7) — Incorrect Configuration of Interfaces and RIP Vers... 286

16.2 EIGRP PROTOCOL ....ccoeeeiiiieiiierermreesasesesssascssssesssesssansesssssasasasssssesssnssssssassssannasnnse 288
16.2.1  Exercise (No. 8) — Configuring EIGRP.............cccccceeeecueesiereseeeieeeireaenanns 288
16.2.2  Exercise (No. 9) — EIGRP Configuring and Testing ............ccccccveevveeunen. 289
16.2.3  Exercise (No. 10) — Configuring and Verifying Secure EIGRP................. 290
16.2.4  Exercise (No. 11) — Configuring Packet Metrics and Path in EIGRP....... 291
16.2.5  Exercise (No. 12) — Incorrect Configuration of Adjacent Networks....... 292
16.2.6  Exercise (No. 13) — Wrong Wildcard MaskK.............cccccoueeeeeeeeeeerueeaeans 293
16.2.7  Exercise (No. 14) — Incorrect EIGRP Process Number ............................ 294

16:3 OSPF PROTOCOL::sssesmussssssanssvsasssossssassississs visssssasssesssassaissssmiseamsvass savessieeuisssisss 295
16.3.1  Exercise (No. 15) — Basic Configuration of OSPF .........ccccccevcerveerueeveennen. 295
16.3.2  Exercise (No. 17) — OSPF Configuration with Change of Link Costs....... 296
16.3.3  Exercise (No. 18) — Configuring OSPF Based on the Loopback Address. 297

7



Table of Contents

16.3.4  Exercise (No. 19) — Configuring OSPF Based on Priority......................... 299
16.3.5  Exercise (No. 20) — Wrong Are@ NUMBET ..............cceeeeeeeeeieeaireeirraennanns 300
16.3.6 Exercise (No. 21)— Wrong Wildcard Mask........s:ssussusssesssisssssaasions 301
16.3.7  Exercise (No. 22) — Incorrect Interface Configuration .............c............ 302
16.4  EBGP PROTOCOL  ccccciieeiiieeeteeenererreeteeeeaeeeeeaeaeeeesaeessasaasasasssesssssssssasnssnnnsnsens 303
16.4.1  Exercise (No. 23) — Configuring eBGP with the Loopback Address........ 303
16.4.2  Exercise (No. 24) — Configuring eBGP with the Router ID...................... 304
16.4.3  Exercise (No. 25) — No Entries for BGP Neighbors ...............ccccceueueee.. 305
16.4.4  Exercise (No. 26) — No Entry for Local Network................cccoueevveevuvenens 306
16.5 STATICROUTING ...cconssssesnsssassanssssnsussssinssessssiueass Geassasssssiatsssnnsnmsssbnenssstsvosennanssnss 308
16.5.1  Exercise (No. 27) — Static Routing Using the Next Hop.......................... 308
16.5.2  Exercise (No. 28) — Static Routing Using the Output Interface.............. 309
16.5.3  Exercise (No. 29) — Packet Routing (Static Routing)................ccccue.... 310
16.5.4  Exercise (No. 30) — Creating Routing Using the Next Hop..................... 311
16.5.5  Exercise (No. 31) — Incorrect Subnet Mask .............ccccceeveeceeeeeueeseeanen. 313
16.5.6  Exercise (No. 32) — Incorrect IP Address of Next HOpP ............cccccceeueun. 314
16.6  ACCESS CONTROL LISTS ...uviiiiuiiieeeiieee ettt e et e et e ettt s e ese e e s naneeesneeeenes 315
16.6.1  Exercise (No. 33) — Configuring the BasiC ACL...........ccccceecuevcueecuveeennnn. 315
16.6.2  Exercise (No. 34) — Configuring the Extended ACLS............c..ccveerven.... 316
16.6.3  Exercise (No. 35) - Configuring the Extended ACLs and EIGRP.............. 317
16.6.4  Exercise (No. 36) - Named ACLs and OSPF Routing Protocol................ 319
16.7 VOIP TECHNOLOGY. :uscsssussssssnassssssnsssanianisssnss ssseysaasausss isssss s ssisasssisssssassasssasssssss 320
16.7.1  Exercise (No. 37) — Configuring VolP Phones and Routers as a PBX...... 320
16.7.2  Exercise (No. 38) - Configuring VolP Phones in Two Networks.............. 322
16.8  STP PROTOCOL s msvsssssassovessnseneansarsssssesasssisssssssssavnssisassssissassses ssismsasins siomssasss 323
16.8.1  Exercise (No. 39) — Configuring Rapid-PVST and VLANSs........................ 323
16.8.2  Exercise (No. 40) — Rapid-PVST, VLANs and Port Fast Functions........... 324
16.:8.3 Exercise:(No. 41) =STP'SWITCH SEIVET: .wsmseussspimssosssremissssssosvassussissas 326
16.8.4  Exercise (No. 42) — PVST, VTP and Routing between VLANs ................. 328
16.9 VTP PROTOCOL scisccsssssacassassvsssssssssrsnnsssssvasesssssssnnannnsenssnnishossassnssesssssassesnsnsasavasen 329

16.9.1

Exercise (No.

43) — Configuring VTP without Routing between VLANs . 329

16.9.2  Exercise (No. 44) — Configuring VTP and Routing between VLANs....... 338
16.10 FRAME RELAY PROTOCOL ..uveuveuieeieiesseeeesseeaesseessesseessesssenssenssessssensesssesseenns 346
16.10.1 Exercise (No. 45) — Configuring the Frame Relay Protocol..................... 346
16.10.2 Exercise (No. 46) — Configuring the Frame Relay Protocol.................... 357
16.10.3 Exercise (No. 47) — Configuring Frame Relay Using Subinterfaces........ 364
16.11 PPP PROTOCOL . eiitttteee ettt ettt e st e e e e e e e e e e s ennnaaeeesnnnaaeennns 369
16.11.1 Exercise (No. 48) — Configuring PPP with PAP Authentication. ............. 369
16.11.2 Exercise (No. 49) — Configuring PPP with CHAP Authentication............ 372



Table of Contents

16.12 RADIUS PROTOCOL .ttt ettt sttt et e e e ae e et eeennes 376
16.12.1 Exercise (No. 50) — Configuring RADIUS Protocol.............cccccceeeueen.... 376
16.13 NETFLOW TECHNOLOGY' sx:ssxss sunsns sssausssssss donssss daanesisssssassssssvssmmessssssssisagmmss 380
16.13.1 Exercise (No. 51) — Testing Traffic Using Traditional NETFLOW............ 380
16.13.2 Exercise (No. 52) - Testing Traffic Using Flexible NETFLOW .................. 383
16.14 ADDRESS TRANSLATION USING NAT AND L2ZNAT ... 389
16.14.1 Exercise (No. 53) — Configuring Static NAT Translation......................... 389
16.14.2 Exercise (No. 54) - Configuring Dynamic and Static NAT Translation. .. 391
16.14.3 Exercise (No. 55) — Configuring L2ZNAT Translation.................c.......... 394
16.15 VIRTUAL PRIVATENETWORKS 05 5sevvcnm sus mmssie sw/smem o $640 555 5o30 5505 Am3ma0 S0 man s we s 399
16.15.1 Exercise (No. 56) — Configuring a Simple VPN (Remote Access)............ 399
16.16 MULTILAYER SWITCHES 3560 AND 3650 .....eueviiiiiiiiiiieeeeee e 402
16.16.1 Exercise (No. 57) - Configuring Network with 3560 Switches................ 403
16.16.2 Exercise (No. 58) — Configuring Network with a Single 3560 Switch..... 412
16.16.3 Exercise (No. 59) - Configuring Network with 3650 Switches................ 417
17 APPENDICES::::uisssssvassssnssssnnsssssnsnsssnsssssnssssssssavsessysssasiasssismassssssiuuasssmesssonanss 427
17.1  GLOSSARY OF THE KEY TERMS w..uuevieiueieeeeieteainteesieeeeeteeeeesbeeesaeeeeeneebeeeeineennaees 427
17.2 SHORTENEDNOS/COMMANDS :vsussissssnrussusssssunssssnassssssssssssissss sasdasvassssasissssssssasssoss 430
17.2.1  Introduction to:10S Shortcut commandsi:.....ccssssessissssssssvisvsssasiossmaasss 430
17.2.2  Table of commonly used commands.............cccccuevcueeecreeeseeasiesieeennne 430
A8  FILE LIS -coscoseucsssesnssnssnnsmesnussssinisssnssansnesasssassssssssasesssssssssysins s esssssss i nansenssnys 437
A8 [EXAMPLES :56umnnsciisss s sm5555555% nnnnsss 85 fsmanns 55356 mmnmnmn st s s s aniam s e s s s a RS SR 800 R R B RSS20 437
L18.2  EXERCISES . uueieiuiieieeiee e ettt ettt ettt et e et e e et e e e et e e e et e e et e e e eaneeenaeae 439



